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Context: the business model of Web tracking 

DATA SUBJECTS/
USERS

TRACKING AD AGENCIES
DATA BROKERS

Free access to websites

collect/observe
user data

(without any relationship with users!)

WEBSITES

include
trackers and ads

Slide courtesy Michael Toth

Requests webpage

Displays webpage

show ads



Web Tracking at scale
tracker.com

advertiser.com

brocker.com

1 billion websites

5 billion users worldwide
740 millions in the EU

~hundreds of third parties 
trackers collect user data

Tracking companies build bigger browsing profiles    
= increased value for trackers
= reduced privacy for users (sensitive data, tastes) used for 
targeted ads, manipulation, discrimination



• Ability to store/create user identity in the browser
▪ HTTP/web cookies
▪ HTTP headers
▪ Browser storages (html5)
▪ Pixels 
▪ Cross device tracking
▪ Device fingerprinting: 

• browser properties 
• OS properties 
• IP address…

• Ability to communicate user identity back to tracker
▪ HTTP requests by the browser
▪ JavaScript
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A lot of what you do on the Web is tracked! 
How are you tracked on the Web?

Every click leaves a trail that hundreds of adtech companies are happy to pick up.

https://netzpolitik.org/2023/surveillance-advertising-in-europe-the-adtech-industry-tracks-most-of-what-you-do-on-the-internet-this-file-shows-just-how-
much/



Context: do these actors have obligations/rights?

DATA SUBJECTS
USERS

TRACKING AD AGENCIES
DATA BROKERS

Free access to websites

collects/observes
user data

(without any relationship with users!)

WEBSITES

include
trackers and ads

Slide courtesy Michael Toth

Requests webpage

Displays webpage

show ads

Websites are obliged 
to implement 

compliant rules

Must comply with the rules together 
with Website owners!

Right to choose to 
accept/reject tracking 
related to their online 

behaviour



The dream… mawebsite users would like to…



Website users would like to…. 

1. say no to tracking that is not necessary for the 
website to function properly 

2. avoid being manipulated 

3. avoid paying to have access to a website or 
platform  



The reality …

1. our personal data is collected even before we 
give our consent because consent banners do 
not prevent unwanted tracking 

2. many consent banners include dark patterns to 
coerce the user towards accepting consent

3. we might need to pay to access websites!



Reality of non-compliance practices of …

Providers of
intermediate

services

Third-party 
Web Tracking 

companies

Website 
Publishers

Consent Manament 
Platforms

Analytics, Google Tag 
Managers, WordPress, 

Shopify



Companies need a legal basis to process personal data 

▪ Consent

▪ Contract, eg. If someone orders a pizza, the pizzeria can give the customer’s address 
to the delivery person, because the address is “necessary” to deliver the pizza, and to 
perform the contract

▪ Legal Obligation, eg. an employer sends the data of payments too employees to the 
IRS

▪ Public Interest, eg. a state statistical authority uses data to create reports

▪ Protecting Vital Interests of the data subject, eg. a person is unconscious after a car 
accident and the hospital needs to know from his family´s doctor whether he uses 
certain medication

▪ Legitimate Interest of the data controller, eg. Website publishers store IP addresses 
of website visitors for a brief period if that is necessary for security or for fraud 
prevention

art. 5, 6(1)(a), §40



GDPR & ePrivacy compliance

GDPR 
(applies to personal 

data)

GDPR 
(applies to personal 

data)

ePrivacy
Directive

(information stored 
on/retrieved from 

devices)

ePrivacy
Directive

(information stored 
on/retrieved from 

devices)

Art. 5(3): consent asked before 
processing data

Art. 4, 7 define conditions for 
consent to be legally valid

Web tracking technologies 
require consent unless used 
for: 
 Communication: used for the sole 

purpose of enabling the 
communication on the web

 Strict necessity to enable the 
service requested by the user.



Cookies that are necessary for a website to provide a 
service … without it, no service!

▪ keeping track of items I placed in my shopping cart

▪ authentication: verify Id in transactions, keeping you logged in, so users don’t 
have to remember login password, eg. email services, eBanking service

▪ user interface (UI) preferences (customization): language, display format (nr of 
results), personalized services, also called as functional purposes 

▪ web audience measuring of a website, eg. nr visits p/ page, average duration 
of visit, parts/pages browsed, kwords, navigation, clicks pp (analytic/statistic)

▪ user-security cookies: protect login system from abuses

• multimedia session cookies: render image, audio/video content 

If not 
consent, 

what else? 



But what is personal data? 
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Any information

Any information can be personal data, regardless of its 
nature, content, or format:
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Format
• alphabetical, numerical, graphical, photographical or acoustic
• kept on paper, stored in a computer memory as a binary code
• structured or unstructured 
• video, voice recording

eg. child’s drawing can contain PD of both child/parents

Content
• eg. private/family life
• person´s professional life, other capacities

Nature 
• true/inaccurate
• objective/subjective (opinions, assessments)

[CJEU, Nowak, 2017]
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Identified or Identifiable art. 4(1), rec 26

Identifiable: person who is not identified yet, but identification is possible
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Indirect IdentifiersOnline IdentifiersDirect Identifiers
Physical

Physiological
Genetic
Mental

Economic
Cultural

Social Identity

IP address
Cookies

RFID Tags
MAC addresses 
Advertising IDs

Pixel tags
Account usernames
Device fingerprints

Name
Address 

Postal code
@

ID number
Phone nr

Identified: person who is known, or distinguished from all others in a group

Directly: directly from the information in question e.g. name (unique) 

Indirectly: using combinations of identifiers that allow a person to 
be singled out from others, eg. age+ job+ hobbies+ work schedule+ photo

Identification: description of a person in such a way that she is 
distinguishable from all other persons and recognisable as an individual



How can a person be identifiable?

Objective factors:
•Cost/time needed for identification, security developments, or changes to the public availability of

certain records
•Purposes
•Available tools for identification
•Risk of organizational dysfunctions, eg. breaches of confidentiality duties, technical failures
•State of the art of technology at the time of processing, and technological developments

•The reasonable likelihood of someone linking any piece of information to another person renders more plausible
because combining databases becomes daily practice, permits to distinguish and allows for the identification of a
person (intelligence agencies, ‘smart city’ municipalities, ML algorithms, etc)
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• all means “reasonably likely” to be used to identify a
person, directly on indirectly
• eg. public registry, reverse directory

• by the data controller or any person
• anyone possessing the means to identify a user

will render such a user identifiable
• eg.ordinary person, investigative journalist, ex-

partner, stalker, industrial spie

§ Recital 26

“reasonably 
likelihood” 

of 
identification



How can we understand when consent is 
compliant?

Easy and simple… just read the GDPR



You need to be an expert! 

Consent must be: 
1. Prior to any data collection
2. Freely given 
3. Specific
4. Informed
5. Unambiguous
6. Readable and accessible 
7. Revocable 

https://techreg.org/index.php/techreg/article/view/43

Are cookie banners indeed compliant with the law? Deciphering EU legal requirements on consent and technical means to verify compliance of cookie banners.
Cristiana Santos, Nataliia Bielova and Célestin Matte. International Journal on Technology and Regulation, 2020.
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How to verify 
compliance of 

consent?



consent banners 

common method to 
collect consent on 

websites 

Consent given through consent banners

This window is usually used to obtain the website visitor's consent for the 
setting and reading of cookies/other trackers



Consent must be given prior to storing and sending 
an identifier 

Consent should be requested to 
users before cookies/other trackers 
are set/stored in the user’s terminal 
equipment (those requiring consent)

Art. 6: data subject “has given” consent

• PC or laptop
• mobile phone
• IoT internet-connected device on which information may be stored
• toy or a voice-activated assistant



Consent must be freely given

Arts. 4(11), 7(4): consent freely given
Rec. 42: reject/revoke without detriment

Rec. 25: access to functionalities 
cannot be made dependent on consent 
when not necessary to provide service 
requested by user

No pressure, deception, manipulation 
coercion, significant negative 
consequences (extra costs) 

Freedom to reject non-necessary trackers 
without detriment



Consent must be given through an affirmative action 

No pre-ticked boxes which
the user must deselect to 
refuse consent
No assumed consent, no 
silence

Art. 4(11) "unambiguous 
indication of wishes by a 
statement, or by a clear
affirmative action, 
expressing agreement to 
the processing"

Consent must be registered only after an affirmative 
action of a user, like 
clicking on a button, or checking a box



Violation of Affirmative Action

The only option to close the banner 
and forcing to consent, does not allow 
any affirmative action from the user!

Banner disappears and 
positive consent gets registered



Reality of non-compliance practices of …

Providers of
intermediate

services

Third-party 
Web Tracking 

companies

Website 
Publishers

Consent Manament 
Platforms

Analytics, Google Tag 
Managers, WordPress, 
Shopify (eg code, plugins, 
software)



End User

CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of
intermediate

services

Third-party
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



End User

CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of
intermediate

services

Third-party
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



CMP Website scanners

▪ False negatives: only scan cookies, but miss other Web tracking 
technologies, such as  browser fingerprinting - data processed without 
legal basis! [APF’21]

[APF 2021] Consent Management Platforms under the GDPR: processors and/or controllers? Cristiana Santos, Midas Nouwens, Michael Toth, 
Nataliia Bielova, Vincent Roca. Annual Privacy Forum, 2021.



CMP Website Scanners

▪ False positives: deceive Website Publishers stating in the report page 
that a consent banner is needed on an empty website without trackers! 
[PoPETS’22] 

[PoPETs 2022] On dark patterns and manipulation of website publishers by CMPs. Michael Toth, Nataliia Bielova, Vincent Roca.
Privacy Enhancing Technologies Symposium, 2022.

“Add cookie compliance!” 



End User

CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of
intermediate

services

Third-party
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



CMPs/Publishers don’t respect users’ choice

Number of 
websites 
analysed

Description
Suspected 
violation

Number of 
websites with 
violation

508
The pop-up stores a positive consent even when the 
user refused consent.

Non-respect of 
choice

27 (5.3%)

1,426

A positive consent stored before the user made their 
choice. When advertisers (up to 600 of them!) request 
for consent, the consent pop-up responds with “user 
accepts”.

Consent stored
before choice

141 (9.9%)

560The pop-up does not offer a way to refuse consent. 
No way to opt 
out

38 (6.8%)

508
Some of the purposes or advertisers are pre-selected: 
pre-ticked boxes or sliders set to “accept”.

Pre-selected 
choices

236 (46.5%)

Sneaking

Obstruction

Pre-selection

Sneaking

[IEEE S&P’20] [ACM CHI’21]

[IEEE S&P’20] Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from IAB Europe’s Transparency and Consent 
Framework. Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium on Security and Privacy, 2020.
[ACM CHI’21] Dark Patterns and the Legal Requirements of Consent Banners: An Interaction Criticism Perspective. Colin M. Gray, 
Cristiana Santos, Nataliia Bielova, Michael Toth, Damian Clifford. ACM CHI Conference on Human Factors in Computing Systems, 2021.



CMPs track website users by themselves!

The QuantCast CMP on https://sourceforge.net
as of September 2019.

[APF 2021] Consent Management Platforms under the GDPR: processors and/or controllers? Cristiana Santos, Midas Nouwens, Michael Toth, 
Nataliia Bielova, Vincent Roca. Annual Privacy Forum, 2021.

QuantCast script installs a consent banner + sets and sends 
QuantCast cookie to its server without a legal basis



End User

CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of
intermediate

services

Third-party
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



Do you remember tge dream of not paying 
to have access to a website or platform?



Der Standard 
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To access DS 
you either 

 give consent to 
tracking, or 

 pay to access 
that website

https://www.derstandard.at/consent/tcf

Continue reading with ads. 
Use derStandard.at with

your consent to the use of cookies 
for web analytics and personalized 
advertising. Details can be found 

in the privacy policy. I agree

"Subscribe to derStandard.at 
without any advertising or data

tracking on all devices. It can be 
cancelled monthly at any

time. Subscribe now."



Cookie Paywalls: consent should be freely given, 
but there is room for interpretation…

[WPES’23] Victor Morel, Cristiana Santos, Viktor Fredholm, Adam Thunberg, Legitimate Interest is 
the New Consent--Large-Scale Measurement and Legal Compliance of IAB TCF Paywalls



Paywalls prevalent in Germany and France

[WPES’23] Legitimate Interest is the New Consent – Large-Scale Measurement and Legal Compliance of IAB Europe 
TCF Paywalls. Victor Morel, Cristiana Santos, Viktor Fredholm, and Adam Thunberg. 2023 



Personalized pricing of paywalls?

Websites present 
different versions 

when visited:

• on different browsers
• or via a different OS
• or with different IPs

Firefox 41Chrome

https://dennikn.sk/
= OS and IP

[WPES’22] Victor Morel, Cristiana Santos, Yvonne Lintao, and Soheil Human. 2022. Your Consent Is Worth 75 Euros A Year –
Measurement and Lawfulness of Cookie Paywalls. 



Paywall website categories: spread into business, tech, 
entertainment websites

CP improve content 
monetisation and 
fund journalism 

potential reliance on a 
combo of subscription 
revenue and sharing 
of personal data in 
these sectors
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Prices: €3.34 on average per website per month 

-vast majority (67%) 
cost between 
€2 and €4 per month
-average € 3.34 

[WPES’22] Victor Morel, Cristiana Santos, Yvonne Lintao, and Soheil Human. 2022. Your Consent Is Worth 75 Euros A Year –
Measurement and Lawfulness of Cookie Paywalls. 



Violations: you’re tracked even when you pay!

 Data is collected under LI (14 websites)

 “Develop and improve products”

 Purposes under LI are vague and generic (3 websites)

 Data collected for advertising purposes under LI (3 websites)

 “Select basic ads”, “Measure ad performance”, “Measure content 
performance”, “Apply market research to generate audience insights”, and
“Develop and improve products”

Legitimate Interest is the New Consent – Large-Scale Measurement and Legal Compliance of IAB Europe TCF Paywalls. 
Victor Morel, Cristiana Santos, Viktor Fredholm, and Adam Thunberg. 2023 (WPES ’23)



CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of 
intermediate 

services  

Third-party 
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



interface for tag installation (GTM prioritizes its 
own natively supported tags vs other tags in 
template community gallery)

installation step of Google Tag Manager: 
requires more steps to install tags in the 
community template gallery!

GTM hides non-Google Tags

• GTM facilitates inclusion of third-party JScripts for Publishers
• currently present on 28 million websites



Google Analytics

• 3-party JS code monitoring users (mouse moves, clicks) and send statistics to 
websites. Used by 69% of top 9K websites, has 96% share



End User

CMPs

Publisher

Collect user’s choice and 
store in the browser

Providers of
intermediate

services

Third-party
Web Tracking CMP Scanners

Include

Visit the website

Compliance 
solutions



Respawned trackers appeared after being deleted!

▪ Ability to store/create user identity in the browser
▪ HTTP cookies
▪ HTTP headers
▪ browser storages

▪ browser fingerprinting: 
✔ browser properties
✔ OS properties
✔ IP address…

Inspired by the slides of Franziska Roesner

Stateful tracking

Stateless tracking

(+) Stable over time
(-)  Storage can be cleaned

(+) Does not require any storage
(-)  Not stable over time

Trackers benefit from both 
stateful and stateless tracking!1,425 respawned cookies appeared 

on 1,105 visited websites 
out of 30,000 websites



Compliance results

▪ There is no legal interpretation of cookie deletion!

▪ 1,425 respawned cookies violate the fairness principle
• Users do not expect that cookies deleted from their browswer are respawned

▪ 130 (out of 336 respawned cookies requiring consent) violate the 
lawfulness principle

• If a cookie is recreated and needs consent, the data collected is illegal due to 
lack of legal basis

▪ Owners of the top 10 popular respawned cookies violate the 
transparency principle

• None of their policies refer to cookie respawning; 5 policies mention browser 
features without referring its consequences 

[POPETS, 2022] My Cookie is a phoenix: detection, measurement, and lawfulness of cookie respawning with browser fingerprinting 
Imane Fouad, Cristiana Santos, Arnaud Legout, Nataliia Bielova. Privacy Enhancing Technologies Symposium 



c.teixeirasantos@uu.nl

@cristianapt

Thank you! 
Questions?
Suggestions?



Impact of our research

▪ Feedback to regulators
✓ French DPA: “Cookies and other trackers” 
✓ European Data Protection Board (EDPB): “Concepts of 

controller and processor in the GDPR”; Data subject requests
✓ Italian DPA (Garante Privacy): “On the use of cookies and other

tracking tools” 

▪ Our [ACM CHI’2021] paper cited in dark patterns reports
▪ OECD report on Dark commercial patterns in 2022 
▪ European Commission study on unfair commercial practices in the

digital environment in 2022
▪ UK Competition & Markets Authorithy report on Online Choice

Architecture in 2022
▪ Norwegian Consumer Council report in 2021

Dark Patterns and the Legal Requirements of Consent Banners: An Interaction Criticism Perspective. Colin M. Gray, Cristiana Santos, 
Nataliia Bielova, Michael Toth, Damian Clifford. ACM CHI Conference on Human Factors in Computing Systems (ACM CHI 2021). 
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